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1.Prot-On

1.1 What is Prot-On?

Prot-On is a software that allows you to encrypt your documents, pictures, videos,
audios or emails and decide who, how and when can access them. You can also track
document use.

Encrypt your files and send them as you usually would to whomever you want (by
email, Dropbox, Google Drive, USB, etc.). If you change your mind you can take
away access to any of the protected copies wherever they are.

1.2 How does Prot-On work?

Prot-On is very easy to use, all you have to do is protect your document. Once
protected you define who can access it using the Permissions Management panel
accessible via any browser. Here you will see a list of all the documents you have
protected and you simply check the type of access you want to assign to the user
with whom you “ve shared the file. You will be able to change permissions and track
document use at any time.

A user who is not registered in Prot-On or a user who has not been assigned the
correct permissions will not be able to access a protected document.

1.3 Who use Prot-On?

Prot-On offers a Free service to home users who want to protect the documents or
photos they share or access to protected documents. We offer a Premium service for
professionals who need to protect their intellectual property and a Corporate service
for companies concerned about information leaks, manage users and permissions
associated with enterprise information.
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2.Use Drag'n Drop (online viewer) or install Prot-On

To begin using Prot-On for free you have two options:

2.1 Prot-On Drag'n Drop

Use Prot-On Drag 'n Drop, can view protected documents and to protect your files
online without needing to install a Prot-On client. All you have to do is login with your
Prot-On id.

Go to Prot-On Drag 'n Drop

2.2 Download and Install Prot-On

Download Prot-On to your device (Windows, Mac, iOS, Android or Blackberry) in order
to access all of its functions (protect folders, plugins for MS-Office and browsers, edit
files, etc). Recommended.

Download Prot-On

3. Start to use Prot-On — Protect a file

3.1 If you installed Prot-On...
- From the desktop on your PC choose the file that you want to protect, with a right
click of the mouse select Prot-On and choose “protect”.

- A copy of your file will be created with the same name and with the extension
.prot-on. This is your protected document.
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3.2 If you use Drag'n Drop

Without downloads, online access, select or drag the file that you want to protect
and it will be automatically protected. Access to https://www.dnd.prot-on.com/

Prot-On Drag & Drop allows you to view and protect your files without needing to
install a Prot-On client

Drag and drop here the protected file you want to see
or the file you want to protect

£ Drag your file

Ml Bring it from cloud

[ From an URL

T Write your text

When you protect a document, you see the option of deciding what to do next, give
permissions, share it or do anything else.

You can share your document and then assign permissions or vice versa.

You can also just store your protected files in your PC or Cloud Services.
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3.3 How to protect text

Online protection with Drag “n Drop: (Access to Drag n Drop and click in “write
your text”. Insert the text that you want protect and click protect bottom )

'3 Drag your file
&l Bring it from cloud

[ From an URL

I Wirite your tesct

If you installed Prot-On: Place your mouse over the Prot-On icon in the message area
on the bottom right of your PC screen. With the right mouse button select “Protect text”.

i| Protect file
= Open file
l#  Protect text

Decrypt text from clipboard

Protonized folders

Manage permissions in website

Preferences

<]

| =% Images inbox
<
X

Help

@ Quit

14/05/2015

4.How to assign permissions

Access the Permissions Management Panel, and you will see the following image:
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On the left side there is a list of documents previously protected (it is just a list, the
protected documents are in your device), select the protected document and add the user
to whom you want to give permissions by writing his email address. You can decide
if the user can read, print, etc...

The image shows the options available to you to when assigning permissions.

In Activily you can
List of files previously prolected Configure the default check who, how and
Warning! This listis about parmissions on that will De assignedto all fles you when your file has been Advanced Options like: \Watermark,
files, the protected document stays at your pratact accessed. 4 Offline use, Documentvalidity
device. Fa
1 r 1 =7
‘l ! [ -4 Actigly  Advanced y” brpert  Hide  Delete
Review your defa .I: permissions 4 — pdi| Libro1.proton.pdf @“ 'ﬂ:\ @ [i E
. Protected by .
Protected Files Laura P Comments:
aurn Fenn Manage permissions by
— | — 1871172014 a1 1:06:49 PM groups. For example; HR,
| Show hidden O Marketing, Financial. ..
Add users or groups to have accessio i
the file. You can alse Imite users, just v
Q * wrill the full email address. &  Mygroups v
Advanced Filiers v
~ 2 oo =) 2 5 [l
Y | Histosial.docx Paemission Tpe Read Frint Edit Copy Manage
Protected on 211172014 at 12:42:46 PM R : P ——
4 Manage permissions »
[: E LauraProton
paf | .
Libro 1, proton.pdf
Protected an 181172014 at 1:06:49 PM ~ .
— @ Circle of Trust V|
x X Manage permissions »
)
*7] Cybercamp_Proyectos Formular... @ Any Prot-On user
Protecied on 14/11/2014 a1 8:58:44 AM
® X Manage permissions » usuariol@gmail.com
X cll /
Added on 18112014 al 1:46 18 PM By LauraFrofon
®
% that you want

M,
Assign orremove the
for aach Prot-On’s user

You can assigh and remove permissions whenever you want, even after
having sent the documents.

Watch the video

5.How to access documents protected

5.1 If you already have Prot-On app in your device

Prot-On - Protect What you Share 6/16
Www.prot-on.com
support@prot-on.com



http://www.prot-on.com/
https://www.youtube.com/watch?v=9AXdLafgLnE

4
Prot-On First Steps PrOt '@ n

Protect what you share

1. Download the protected PDF on your PC (don’t just open it, you must
download it). You can try downloading this protected PDF as an example.

2. Once downloaded, click on it with the right button on the mouse.

3. Select Open with Prot-On.

|
Open
® £ Moveto Dropbox
Book Open with > Adobe Reader
Py, |0n4 @ Prot-On - ® Prot-On

5.2 You can view it online too

1. Access to this website Prot-On Drag 'n Drop.
2. Login with your Prot-On User
3. Select or drag the protected document to the window.

Prot-On Drag & Drop allows you to view and protect your files without needing to
install a Prot-On client

Drag and drop here the protected file you want to see

-',Fj- Drag your file

or the file you want to protect
@l Bring it from cloud

[# From an URL

Or select it here I Wirite your text

5.3 If you have a “protonized” text...

This is a protected text
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— File protected with Prot-On. To see it you need to download the application at
http://prot-on.com — [Prot-On%002.05.2013-
18.29.19.txt%313%537773%1%4%1~2%0TkyMmMQOMTNjMmMImMOGVkMg==%mq
1/R/GdtxrE75hkWtQHB2ZDY7y2fdghPPimu0ZDasmpEYEtNgxiggbQbfoFkgEzYosaK9f
BE7DREPkP2WjPa0pie57U2PCSVFb8t7bobMxa3lbwdlO2m24Unflo4KIgHH433rFdew
LNjlIApPbOp4+/FchDssknRCpBkU6fgMRXnTd2yEcFA78BME1cjXK/tO33xKDUFnmv+t
WIBtWeEt94wY/eHPI5E+9DAbSVIPNi5Vx30yAZQYiL7DuxiTH10jUAjJAIThR7ICtOEKEG
TiIXRbJ1MZQItqvRc5IvP7I0YEqAdIoAsHIkbRS2gmHQPAX4uCQvNxzfoi80idirXDgsvSX
C4Bwe/eshtf+12a5KP8vOOTFPWOMIojByOBmMYhxHgIISXyA1MdIb6ZsTkaXHpPk3QkJ
PA1ZRTIrwOwvkQQ=~Prot-On]

If you have installed Prot-On:

- Select and copy all the protected text.

— Click the Prot-On icon in the notification bar of your PC (lower right side for
Windows and upper right side for Mac).

- Right click on the mouse and select “Decrypt text from clipboard”

If you have a “Protonized” Text. ..

blog entry, an entry on the wall of your profile, etc...

] Protect file
¢ Openfile
Protect text
Decrypt text from clipboard

Protonized folders

Manage permissions in website

Preferences

-
Y
- |
=, Images inbox
<
X

Help

I, -

If you want online unprotect:

- Select the encrypted text

- Access to Prot-On Drag 'n Drop, login and click in “write your text”, insert the
protected text and decrypt it.

T R RS DT G T ¥ T G GG G P e T T G TR T sy G ey e
14 pPb0p4+/FchDssknRCpBkUGfgMRXnTd2yEcFATEEME XK {j Drag your file
AO33xKDUFnm+1WistiveEtSdwy
/eHPJSE+BDADSVIPRIEVXI0YAZDYILTDUxTH1OJUAAJThRTICISEKEETIKREJ 1M Z Qltg
vReSIWPTIOYEqAdioAsHIkbRS2gmHORAX4uC QvNxz foidlidirKDgsvSXC4Bwe
leshti+2aSKPEv0OTFPYW O ojByOBmY hxHglSXyA1MdJbEZsTkaxXHpPk3IOkIPATZR
Tirw 0w vkQQ=~Prot-0n] - E,)' Froman URL

&8 Bring it from cloud

T Write your text

Decryp
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6. How to use MS-Office Plugin

An easier way to protect and manage files is to use the Prot-On MS-Office
plugin.

Protect a file.

You will see that a new Prot-On tab appears in the top menu. Select that tab and
click on the “Protect” option. It will create a file with the same name and extension
as the original but with the suffix “.proton®. This is your protected document.

Home Insert Page Layout References Maitings Review View Prot-On

? Protect ) Extra

Prot-On

What else can I do with the MS-Office plugin?

Once you have protected your Office document other Prot-On options will be
activated.

If you are the owner of the document, or you have permission to manage the
document, you can track document activity, change document permissions, upload
the protected document to Dropbox, Box... etc or extract an unprotected copy of
the document.
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Assign document
permissions here. The
management panel will You can extract an
open so that you can unprotected copy of
assign permissions. the document.
I’EI' (= q LIE invoice.proton - Microsoft Word
I"IHome Insert Page Lafgout References Mailings Review View Prot-On
! w
[ Protect |\ (@) Extract document without protection t mo

['i\ Permiss'ron'? Management % Share‘

G,'l View audit log q View dﬁ‘ct..;q*hent permissions ¥ Review what
A , Prot-On 1.2.10 permissions you
Track who, when and | . have for this [
how the document document
has been accessed Share your
protected
document through
Dropbox

7.How to encrypt an email in Outlook

The Prot-On Outlook plug-in allows you to encrypt the text and any attachments with
just one click, it"s really easy.

RH2 O+ ¥ |- Isend you the documents - Message (HTML) = = =

_File_ Message Insert Options Format Text Review Prot-On o @
=N % cut PR - Follow Up ~ €
B @ Calibri (Bodh = 11 = A" A ) ESH @ @ 20 |2r ¥ Follow Up ‘\% ®
= E3 Copy i ¥ High Importance
Paste B 7 U ®-A- $= 5=  Address Check | Attach Attach Signature Zoom Protect Protect
-  Format Painter - - Book Mames File Item~ - & LowImportance selected text complete e-mail
Clipboard i Basic Text i Hames Include Tags 5| Zoom Prot-On
To,. j .com \

=1 o | ‘
Send

Subject: ‘Isendymuthedotummts \

Attached: | @ word PNG 118 KBI; ™ invoice.dock 12 KB)

-- File protected with Prot-On. To see it you need to download the application at http://prot-on.com -- [Prot-On%02.05.2013-20.16.10.txt%383%537783%1%4%1~2%
YzFmNDkSOTE4ODUINThINA==%
sg0uThTuHr5ZA2ju3yQua7)ZPg0t/Z2bjavrFCzUgp3EOcqp6r+BDN0ubqlhgj02QM 278PPK/Hig2IAOVMBO1 +)cfSk/XvkUfzpkABacZqW7Xtt6QmFxp7UAVEU a+UNISEABIGEVHBWIMZ6FjxtBaYtiver
BvximjSOfZBqZMVBKSDvaDchTNOZgVOSTWKtSENiroSyclS,’ZvRZthllkvthCHCDPAUSZPTWkﬂpmﬁl+N3rlhZkr[HldWaS(HyWumKLAWTmcL[]BKSDrEUlfUEdLTiM‘fCHhVaSNCVKB7m5rKW5I
On]|

The recipients (their email addresses) of the protected emails will automatically be
assigned read permission to the email text and any attachments and, if they are
not already registered in Prot-On they will receive an invitation to do so.
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If you want to add additional permissions or you regret having sent the email you
just have to go to the management panel and change permissions.

8. HOW tO prOteCt a fOlder (Premium or Corporate users)

You can protect and assign permissions to a folder on your PC and any subfolders or
files it contains or that are saved to it will automatically be protected with the
permissions that you have predefined.

Documents library

Books
E:
J Open in new window Tutorial
Doy Books utonalpre
£  Move to Dropbax
{i} Prot-Cn r Protonize folder
Share with Show images in slideshow
& Shared Folder Synchronization L]

Restore previous versions

g Add to archive...
=

Add to "Documents.rar”

When you chose to Protonize Folder you will be shown a window where you can
define the folder permissions. Once the permissions are defined all the documents
contained in the folder (MS-Office documents, PDFs, photos, video and audio files)
will be protected. You can change the permissions, advanced properties or remove
protonized whenever you want, right click of the mouse select Prot-On on the
protect folder and select "Manage Permission”.
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e

(@) Protonize Folder

Protonize Folder

when you protonize a folder. all the content and the files dragged to them will
be protected with the permissons you have predefined.

Select the permissions for the folder "Febrero”

el
s & O o
Include add Refresh Advanced
' Subfolders Groups Groups Properties
Group Name oo & 2 ] D =
) cCircle of trust Bl O B B B

E Group of domain ] |
E Marketing B O

M Internal_staff H B B B O

Eﬁroup ] B B B B

[ Accept ]| Cancel |

9. How to share protected documents in Dropbox

Once you have protected your document you have the option to share through
Dropbox directly from Prot-On.

With your cursor on top of the protected document with Prot-On, right click and
select Prot-On, share, and “upload file to: Dropbox” and then copylink.

The first time you do this Prot-On will ask you to associate your Prot-On and Dropbox
accounts.
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» Libraries » Documents » Books »

v BB Abrirtcon Adobe ResderXI v Sharewith »  Prnt  E-mail  Bum

ites Documents library
ktop Books

wnloads
pbox

ent Places
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uments Documents Book.pre
sic
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o5

Juter
2l Disk (C2)

ork

®

Abrir con Adobe Reader X1
Open

Print

Move to Dropbox

Open with

Prot-On

Share with

Add to srchive...

Add to “Book.proton.rar”

Compress and email...

Restore previous versions

Compress to “Book-proton.rar” and email [

New foldes

ract

- O m—

Tutorial.proton

Open

Extract without protection

Manage Permissions

View Log

Share

Once the accounts have been associated, your document will upload to Dropbox and
you will be provided with a link that you can send to anyone. You manage permissions
on these documents just as you regularly would. Click video you will be able to watch
the process and how the recipient receives the document.

You can also protect folders within your Dropbox and share a link that you can send
to whom you want. Click here to watch a video

10. How to share protected documents in

Google Drive

You can encrypt MS-Office documents, PDF, text, images directly from Google
Drive by just choosing “open with Prot-On”. Once protected, if you open again the
file, you can set up the permissions of the file to define who can access it and

what can they do.

You can protect Google Drive folders in your PC too.

Watch video
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11.Invite your friends to Prot-On

People whom you want to access your protected documents will need to have an
active account Prot-On.

You can invite your friends to register Prot-On for free from within Prot-On in two
ways:

In the permissions panel, when you select one of your protected documents, you can
assign permissions to either a user or a group of users. If the user is not found by
Prot-On you can input their email address and send them an invitation directly from
here.

= z A Activy  Preferences  Import  Hde Deiete
Review your default permissions Al BiiLpng @\ [_0_“ {??\ I I\ [ <)
g Protected by Comments:
Protected Files Iicantinor
— 25/04/2013 at 2:01:42 PM
Show hidden [+]
Advanced Filters v %
( ] @8 o o
452 14 e Rewnd Print Edit Copy ']
9 c
@ Bill.png i
Protected on 25/04/2013 at 2.01:42 PM B iaikanGRez
x X Manage permissions »
Prot-On - Protect What you Share 14/16
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Or, within the option “Edit profile” in the permission panel on the left hand menu
you will find the option “Invite to Prot-On”, from here you can invite contacts one at
a time or import contacts from your email account.

Proc G . & W e |w a)

Permission Groups Prot-On for Help
manager organizations | Edit Profile Disconnect

B User Invite your contacts to try Prot-On

3 Import Email Contacts |

Input the email addresses of the people you want to invite and separate them with
Arcount » commas.

Password »

Write the message you want to use to invite your friends to start using Prot-On.

ACCess >

s. You will need a

Pr really useful and easy
Devices »>
Invite to Prot-On >

Imite to Prot-On

12. Premium Features

Upgrade free to Premium user and discover the benefits our service for professionals
offers.

12.1 Protect Folders

Protect and Manage Protonize Folders (The content and the files dragged to them will
be protected with the permissions you have predefined).
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Www.prot-on.com
support@prot-on.com



http://www.prot-on.com/

A
Prot-On First Steps P"O‘t '@ n

Protect what you share

12.2 Edit, Copy, Manage Permissions

Allows other users to edit, copy and manage your protected files: Another user can
modify, copy or manage a protected document while it remains protected and you
retain control over it.

12.3 Limit Devices

Limit the number of simultaneous devices that can access a protected document and
limit the number of devices that a recipient can use to access a document.

12.4 Without Internet Connection

Grant access to protected documents without internet connection for you and for
other users.

12.5 Prot-On Search Engine

You decide whether you want to be found on the Prot-On search engine with your
name and userid or not. If you deactivate the option, you will only be found by your
complete email address.

12.6 Edit Protected PDF

You can do annotations in protected PDF files: Booksmarks, Highlights, Notes...

12.7 Read Protected MS-Office

Read protected MS Office documents from your smartphone or tablet.
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