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1 Prot-On

1.1 What is Prot-On?

Prot-On is a free application with which you can protect your documents, photos, videos, audios or e-mails and
decide who accesses them, when and for what purpose.

Protect your files and share them with whoever you want as you usually do (by email, Dropbox, Box, Google
Drive, on a USB, etc). If you ever regret sharing them you can remotely remove permissions, wherever the files
are.

1.2 How does Prot-On work?

Prot-On is very easy to use: you just have to protect a document and, once protected, go to the Prot-On
permissions manager when you need it, where you will see a list of all your protected documents; here you can
decide and know which other user can access each document.

Someone who is not a Prot-On user, or a user to whom you have not given permission, will never be able to view
that document.

1.3 Who uses Prot-On?

At Prot-On we offer a free service for individual users who want to protect the files they share and view
protected documents sent to them. We also have an SMB for medium-sized companies and a Corporate
Service for companies concerned about avoiding possible information leaks where an administrator will have
control over users and documents.

2 Use Drag'n Drop (online viewer) or
install Prot-On

To start using Prot-On you have two options:

2.1 Prot-On Drag'n Drop

Prot-On Drag'n Drop, with which you will be able to protect and view protected documents online, without
downloads, just by being a Prot-On user, through your browser window.

Ir a Prot-On Drag n” Drop

2.2 Download and Install Prot-On

Install Prot-On on your device (Windows, Mac, iOS, Android or Blackberry). You will have a more complete use
(folder protection, integration with MS-Office and web browsers, file editing, etc.) It is the most recommended
option!

Descarga Prot-On
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3  Start using Prot-On - Protect a file

3.1 If you have Prot-On installed...

* Select the file you want to protect on your PC, right-click on the Prot-on icon and select "Protect".
* A protected copy of the document will be created, with the same name and with the extension .proton.

This will be the copy that you can safely share.

Open with Adobe Reader XI

doc
Abrir
Imprimir
@ Prot-On » 1
Compartir con > |

¥  Adadir al archivo...

3.2 If you use Prot-On Drag’'n Drop

= = g )

firsttext(1).
docx

Proteger

Proteger como

No downloads, online access, select or drag the file intoto the window and your document will be automatically

protected. Access from here with your username:

https://www.dnd.prot-on.com/

Arrastra y suelta aqui el archivo que quieras proteger
o el archivo protegido que quieras ver

O seleccionalo aqui

@ Arrastrar tu archivo

@ Trzerb de Ia nube

(4 Desde una URL

M
"|

ribir tu texto

When you protect a document, a window appears with the option to decide what to do next, or give permissions

on that same document, share it, or do nothing else for the moment.

You can share it first and then give permissions so that only whoever you want can access it, or vice versa.

You can also simply keep your files protected on your PC or cloud and give permissions as you need them or

send them to someone else.
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3.3 How to protect text
Online with Drag'n Drop: (access Drag'n Drop and click on "Write your text".

Type or paste the text you want to encrypt and click the protect button).

{:(.-'-.r'sst's' tu archivo

@ Trz=rlo de Iz nubs

[4 Dezde unz URL

If you installed Prot-On: place your mouse over the icon in the notification area of your computer (bottom
right on Windows, top right on Mac) and select "Protect Text". A window will appear where you can write or
paste a text you want to protect. Enter a name to help you manage its permissions from the panel.

Proteger archivo

3
¥ - N
mw  Abrir archivo
l#  Proteger texto
Descifrar texto del portapapeles

Protonizar carpeta

«, Buzén de imagenes recibidas
<

Gestionar permisos en la web

Y Preferencias
2 Ayuda

o Salir

Eam W (K] gl Y

03/06/2013 |

4  How to assign permissions

Access the_Permissions Panel, where you can see an image like this.

On the left you have a list of the documents you have previously protected (it is only a list, the protected
documents are on your device). Select any protected document and search for and add the Prot-On user you
want to give permission to; just type their email or username to search for them and decide if they can read it,
print it, etc.

We summarize the options of the permissions management panel in the following image:
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|
Archivos Protegidos

] Mostrar ocultos

Busqueda Avanzada v

T
Historial.docx
Protegido el 21/11/2014 a las 12:42:46
x X Gestionar permisos »

it
@ Libro1.proton.pdf
Protegido el 18/11/2014 a las 13:06:49

X X Gestionar permisos »

B
it
@ Cybercamp_Proyectos_Formular...
Protegido el 14/11/2014 a las 8:58:44
x X Gestionar permisos »

Protegido por
Laura Pena
18/11/2014 a las 13:06:49

Notas del documento:

n = Puedes saber la
Listado de tus archivos protegidos, ECide CON que permisos por actividad de cada - .
0J0! Solo es un listado para poder defecto se protegeran tus archivos. archivo: quién, cuando y + ODCWGVMG?: oomﬁde
gestionar los permisos de cada documento, Por defecto, solo tii tienes permisos. para qué accedio. arcas de agl“f- L NIC NaNC s
no es el documento fisico. _ ==
- B '
| = { 2N Actividad  Avanzado portar  Ocutar  Eliminar

i i 3 PN o O D N Y

Revisa tus permnsios por defecto Piii Libro1.proton.pdf l@ ‘LO’\ [?? | [ } ‘ i

Gestiona tus permisos por
grupos para agilizar. Por
ejemplo: RRHH, Marketing,
DisFﬁo...

Afade aqui los usuarios o grupos a i
Q+— los que das permisos. También para -
invitar a usuarios a registrarse. = Mis grupos b
£ o
2 S & &) 6
Tipo de permiso Lectura  Impresion  Edicion Copia Gestion
Marcar Todos Premium  Premium  Premium
B LauraProton
Circulo de Confianza 2
E Cualquier usuario Prot-On
usuariol@gmail.com
X v ]
Anadido el 18/11/2014 a las 13:46:18 Por LauraProton R
\
A Da o quita el tipode

permiso que quieras a cada
usuario de Prot-On.

You can give and remove permissions whenever you want, even after you have submitted the

documents.

5

5.1

1. Download the protected PDF to your PC (don't just open it, you must download it). You can download
this protected PDF as an example.
2. Once downloaded, click on it with the right mouse button.
3. Select Open with Prot-On.
Abrir i
Abrir con > Adobe Reader
Docu o
@ Prot-On 4 ‘. o
‘ Campabe con " E Elegir programa
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How to access protected documents

If you already have Prot-On on your device
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5.2 You can also watch it online

1. Access this website: Prot-On Drag'n Drop.
2. Log in with your Prot-On user.
3. Select or drag the protected document into the window.

Arrastra vy suelta aqui el archivo que quieras proteger
0 el archivo protegido que quieras ver

@ Tra=rbo de Iz nube

[4 Desde una URL

5.3 If you have a "protonated" text
This could be a protected text:

- File protected with Prot-On. To see it you need to download the application at http://prot-on.com - [Prot-
On%18.04.2013-

13.15.53.txt%297 %524245%1%4 % 1~2%ODA3MmME4YTIM1N2IwWNGJImYQ==%0z+
D0zVPNrj8DpPwrfwupW;j7Vpeupe87GwaoyGfR8tOmVIugZiX/AXfT6DFgxsI9RO0ezu+r
JAu8dKoc/Kkk7CDaTS4KE2dhVjxHJLRou7dR/WukQqglO6cSoGGelLpk2HOntfCkkbcccO
87GNODFvgKOgFd+9hPt2alneGo40jvCP2AwWCYnpUdVAoOkL5XuUdOgzdg4ZsoHmWL

VFptZEW p9xfY2KqJ3RZsz5dJRATmjUZof5vukmkHCOABWqATJI4C80QfyP+H10SqMR
pyUn3wlIH86x60YZFJp56+es2Dd5hhYT60Csi1nGkmh0QuaXOIdK5IDkwXGUvXmTp
mvaCrv6xPHKKKmMsbeRQd8zS/wNQtzvgO1SoCU5CJXkfUtyvo2ZTENOfqi1yX8FFgGb2V +Hw==~Prot-On]

If you have Prot-On installed:

o Select and copy all protected text.

» Click on the Prot-On icon in the notification area (bottom right on Windows, top right on Mac).
«  With the right mouse button select: "Decrypt text from clipboard".

Proteger archivo

Abrir archive

Proteger texto

Descifrar texto del portapapeles
Carpetas protonizadas

Buzén de imagenes recibidas

Gestionar permisos en la web

Preferencias

sX €A BEv b=

Ayuda

Salir

If you want to unprotect it online:

* Select the encrypted text.

¢ Access Prot-On Drag'n Drop, login with your username and click on "write text", paste your encrypted text
and decrypt it.
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6 How to use MS-Office Plugin

Use the MS-Office plugin for greater agility:
Protect a document

¢ Open an Office document.

* You will see a Prot-On tab in the top menu. Select the tab and click on the option "Protect". This is your
protected document.

(3 T £Q-PFIONE. do
Inicio Insertar Disefio de pagina Referencias Correspondencia Revisar Vista Programador Prot-On
‘f Proteger - nroteccion
=R o

Prot-On 1.2.30

’Navegacién vx j...z...l.'.a,,.l.ll

What else can | do with the Office plugin?

Once your Office document is protected, other Prot-On options will be activated. If you are the owner of the
document or have permission to do so, you will be able to know what activity was done on that document,
change the permissions, share the protected document directly with Dropbox, Box, etc, or extract an
unprotected copy.

Configura aqui los permisos de este
documento. Se abrira tu panel de
control para dar permisos directamente
a ese documento Puedes extraer una

7 copia del documento sin
proteger

Archivo Inicio ‘u“ Insertar Disefio de pagina Refgrencias Correspondencia Revisar Vista Prot-On
f |
| Proteger / | = Extraer documento sin proteccion
P v
| #] Gestionar Permisos & Compartir
w

Consulta que permisos
tienes sobre este documento

(© Consultar log de actividad Q\ Ver Permisos\sob[e el documento €——

,‘ Prot-On LZ:-}O
=3
Puedes saber quién,
cuando y para qué Comparte tu documento
accede a este protegido directamente en
documento. Dropbox
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7/ How to encrypt an email in Outlook

If you use MS-Outlook, you also have the Prot-On plugin with which you can protect your emails and their
attachments in one click.

Proteger texto del correo

Texto ya protegido

Ficheros adjuntos

Destinataios

N\ 2 O
S 90 =5 : Email Prot-On - Mensaje (HTMU)
7 Minghe | nsetsh  Opdones  Formatodelddo  Revisar
TmeNeNE 12 < AT AT IS

SNFE\T-A- EEE R

S N X
— e
Asunto: | Emad Prot.0n
dunts: (@ 10000 07 481 " 44,001 043 K81 | tett 0885 Do o201\
£File protected with Prot-On. To see it you need to download the application at http:/prot-on com -- [Prot-On®eEmail Prot-On%1687%1000016938%1%4% A

1-2%YjAwYTg1YzcwMmQyZDBIMw==2
~XrCGyvePsvyKHPGLRVCIHSeZBgomx2YD4+YVeiDNHYSTILUrlqNtm{TmxPZIQ6C Ztc2 TRuTqtlmMTCif9M4dX Aaj W6pZUEHQI6jSDym YhhO
Gi36nJmAHqYiHILdt7414mgr3egXHcMIwQqURmn50wA2i93DG Y 3ICHDaV WhBu pZk3w 1t X SenkHZA SwQlon Tn§3+5x Y UISWbbdc Y Clvdec+ShYoO
£1owDRIpCMF62 7Mgjm9OVQztSZY +wvOnE STjdWSaVimkHeqLeEjEtHwOmMx4mToBORH9 YnwNLoLxSK OnbbmUF Y6lzkCPmS 76MvXOj19hkoo7
IiIxTVurAmMW9cg6bPqQKnRe3XOWxQMQLES $h94+g1Bx/A==-Prot-On] |

@ Vermiés acerca des proton@peot-on.com. : °

The email addresses to which you send protected emails will have read permission automatically added to both

the text of the email and its attachments. And if the recipient is not yet a Prot-On user, he/she will receive an
invitation to register.

40 Arrastrar tu archivo

@ Traerlo de 13 nube

If you want to add some more permissions or you want to remove the reading permission, you just have to
enter the permissions panel and change them.

8 H OW tO p rOte Ct fO I d e I'S (For SMB or Corporate users)

Protect entire folders on your PC, plus all their contents and what you drag into them will be
automatically protected with the permissions you have predefined on them.

ostecas » Documentos » Documentosprotegidosdeprueba »

Abrir Compartir con v Correo electrénico Grabar Nueva carpeta

Biblioteca Documentos

Documentosprotegidosdeprueba

| Abrir W“ e
i : N S [53
‘ Abrir en una ventana nueva ~ 4

Afadir a la lista de VLC

Reproducir con VLC
(] i DocumentosPrue  Documentoconp
@ Prot-On » | Protonizar carpeta
|
- M ima i6
o " ‘ ostrar imagenes en modo presentacion
A I
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Before starting to protect your files, a window will appear where you can define the permissions for the entire
folder. Once defined, all files supported by Prot-On (MS-Office documents, PDF, photos, audios, videos or .txt)
will be protected. You can add as many documents as you want to this folder and they will be automatically
protected using the folder's settings. You can also change the type of permission at any time by clicking on the
highlighted folder and selecting "Manage Permissions".

[(@ Protonizar carpeta
Protonizar carpeta

Cuando protonizas una carpeta, todo su contenido y los archivos arrastrados
2 elia, serdn protegidos usando los permisos que definas.

Selecciona los p ara la carpeta "Contratos”

b & 8 o
Indluir Afadi Actualizar propiedades
Subcarpetas Grupos Grupos Avanzadas
Nombre del grupo & » =)
Cireulo de confianza v
Grupo del entomo _
B vartetng ¥ ®©
B s
m s hd

Aceptar | | Cancelar

9 Invite your friends to Prot-On

The people you want to give access to your protected documents need to have a free Prot-On account.
From Prot-On you can invite your friends to register with Prot-On in two ways:

* In the permissions panel, when you select one of your protected documents, you can add a user or
group to give permissions to; if this is not there, you can enter their email and send them an invitation
directly from here.

: bt s =t Notas del documento:

a5 2
:gidos lauranunez

12/03/2015 3 las 17,23:45

[¢]
Q || (userto@gmai.con Q) [En Prot-On ” & Wi
[ ] & 2
T PR Teondra mpresion Ediolon

Axt Msroar Todos [:] D
an: p-ermisos » !' 'I lauranunez v v v

* Within the panel go to the "edit profile" option and in the left menu you will find "Invite Prot-On"; from here
you can invite contacts one by one or import contacts from your email account.

E: .si Invita a tus contactos a que prueben Prot-On

lauranunez

Escribe las direcciones de correo de la gente a la que quieras invitar. Recuerda que
deben ir separadas por comas.

a >
Contrasefia >
Escribe el mensaje de bienvenida que recibiran los usuarios que invites a Prot-On
Acceso >
cillo
positv >
Invitar a Prot-On >

Tl iraccion 0 cOrTeo sard NGO on of el s InVitacion Para quS o USUA0 PUSKa contactar coNtgo sl quirs.

Invitar & Prot-On
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